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1.

Introduction

For each system holding personal and confidential data, the system manager must
understand who has access to that information, what the information is used for and
who it is shared with.
Personal confidential data should only be accessible to staff who need it for their
current role and access should always be removed as soon as it is no longer
required.
1.1

Purpose

This document sets out to provide the framework to support system managers in
ensuring that the principle of ‘least privilege’ is applied, and that users do not have
access to data they have no business need to see. User privileges are proactively
managed so that there is as far as practicable a forensic trail back to a specific user.
All systems should have a locally agreed system level security policy which should
guide staff through their considerations for the use of the system and outline
associated risks.
The purpose of this document is to support system managers in ensuring the
protection of the trust assets including the trust Network and subsequent data to a
high standard.
This policy aims to ensure the security and protection of the confidentiality, integrity
and availability of the Trust’s data. To this end the system managers should:-

1.2



Ensure availability of data where required by users



Protect the network from unauthorised or accidental modification ensuring
the accuracy and completeness of the organisation’s assets



Preserve confidentiality



Protect assets against unauthorised disclosure



Manage and audit the information assets within there remit as has been
defined, documented and approved.

Scope

The document covers all systems across Greater Manchester Mental Health which
contain personal confidential data.
This policy applies to all Information Technology networks within the Trust used for:


The storage, sharing and transmission of non-clinical data and images.



The storage, sharing and transmission of clinical data and images.



The provision of Internet systems for receiving, sending and storing nonclinical or clinical data or images.
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2.

Definitions

General Data Protection Regulation (GDPR)
The General Data Protection Regulation sits within the Data Protection Act 2018. It is
the legislation that provides a framework that governs the processing of information
that identifies living individuals – personal data in Data Protection terms. Processing
includes holding, obtaining, recording, using and disclosing of information and the
Act applies to all forms of media, including paper and images. It applies to
confidential patient information but is far wider in its scope, e.g. it also covers all staff
records.
There are six principles identified under GDPR that set out standards for information
handling and sets the foundation for personal data to be:
1. Lawful, fair and transparent
2. Limited for its purpose
3. Adequate and necessary
4. Accurate
5. Not kept longer than needed
6. Integrity and confidentiality (security)
GDPR also details a separate accountability principle which details organisations’
responsibility for complying with the principles, and to have appropriate processes
and records in place to demonstrate compliance and accountability.
3.

Duties

3.1 Board/Lead Committee
The Information Governance Steering Group is the accountable body for the
Security of Trust assets used for the storage and transferal of information, as
delegated by the Trust Board.
The IGSG will be responsible for the approval and monitoring of this Policy. A full
list of responsibilities is documented under the Information Governance
Management Framework. The IGSG is accountable to the Digital Strategy Group,
who has responsibility for ensuring that sufficient resources are provided to support
the requirements of this Policy.
3.2 Senior Information Risk Owner
The Senior Information Risk Owner (SIRO) is the Director of Finance & IM&T. The
SIRO will act as an advocate for information risk on the Board and in internal
discussions.
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3.3 Data Protection Officer
The role of Data Protection Officer is held by the Associate Director of IM&T. The
role of the Data Protection Officer (DPO) is to assist in monitoring internal
compliance, inform and advise on data protection obligations, provide advice
regarding Data Protection Impact Assessments (DPIA) and act as a contact point for
data subjects and the supervisory authority (ICO).
The DPO must be independent, an expert in data protection, adequately resourced,
and report to the highest management level.
The Trust’s DPO will help demonstrate compliance and is part of the enhanced focus
on accountability within the Trust.
3.4 System Managers
All system managers have a responsibility to ensure that all staff within their team
conform to the requirements outlined within this policy and to ensure all staff are
aware that access to systems is monitored for compliance.
As the authoriser of system access, all system managers must have a clear
understanding of who has access to which system, they must also ensure that the
level of access is appropriate to the role being performed.
They are responsible for ensuring the appropriate system level security
documentation has been completed and maintained for every system under their
remit. This includes the creation, update and monitoring of a system level security
policy as detailed in Section 4.6, See Appendix 3 for template.
They must also keep the Information Governance Department informed of changes
to the system administrator role to ensure that the appropriate documentation is
digitally signed, (see Appendix 1).
3.5 System Administrators
System administrators have elevated rights compared to a normal system user. This
includes access to sensitive information which would not normally be required to be
accessed as part of their role.
To protect the integrity of data, all system administrators must sign to attest their
understanding of the need to work to the highest level in terms of respect for
confidentiality, integrity or availability of the systems they support. This digital
signature is collected via the GMMH Learning Hub and needs to be affirmed
annually, (see Appendix 1).
3.6 Employees
All Trust members of staff have a general duty to act responsibly and professionally
when dealing with the security of Trust information and resources. Within the scope
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of this policy staff must be especially aware of the need to safeguard the information
in their care on the Network and report any suspected or actual breaches in security
via the Trust’s Datix system.
It is the personal responsibility of all employees to read and understand Trust
policies. All staff should be aware that any undertaking in the Trust electronic
systems can and are frequently analysed, monitored and reported on. Any actions
found in breach of confidentiality will be dealt with in line with the Trust
Confidentiality Policy.
Irresponsible or improper actions by users may result in disciplinary action(s).
4.

Processes and Procedures

4.1 Network Security
The Trust’s network is classified as the network infrastructure which is solely owned
and managed by the Trust. It does not include those sites, users and devices which
are managed by third parties under an SLA.
The overall Network Security for the Trust is defined in the Network Security Policy.
4.2 Access Active Directory
User access to Information Assets on the GMMH network is controlled by Microsoft
Active Directory. To access the network, all users require an Active Directory login
account, which is managed by IM&T Support Central. Before an account requests is
granted, authorisation for the account must be signed off by a registered approved
manager. Without a valid account and password it is not possible to log in to any
GMMH computer.
All information assets are stored on the Trust Network and access locally and via N3.
Security parameters are set for account creation in Active Directory, for example
passwords must be a minimum of 8 characters long (to meet Microsoft Complexity
Requirements), they must be changed every 30 days, and changes cannot be any of
your last 24 passwords.
Accounts are locked out after 7 invalid login attempts.
Upon creation of a new Network account, at first log in, all staff will be presented with
the registration for the self-service password system which they must complete
before they can advance on their first logon.
4.3 Staff Leavers
When staff members leave the Trust, managers must complete an electronic
termination form which goes directly to the Human Resource Department. To ensure
all staff records are closed on the appropriate date, the HR team provide a list of all
leavers to IM&T Department, which includes both the last working day and date of
contract termination. These are used to manage the closure of Active Directory
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Accounts as staff leave and also closes any other account access which the user
may have (including Web Access).
As a failsafe, all accounts are automatically closed 30 days after inactivity.
4.4 Third Party Access
Third party access to GMMH Information Assets will be based on a formal contract
that satisfies all necessary NHS security conditions. Third party suppliers to the
Trust and non-Trust devices are not allowed access to the Trust network unless
authorised. Where data is shared with third party suppliers, an information sharing
agreement must be in place before accounts are created. This is outlined in the
Trust’s Information Sharing Policy.
Termination of access is monitored for timely compliance for each individual asset
as outlined in the Trust Asset Register (see Appendix 2).
4.5 Security Audits
The Trust requires that each information asset has a locally agreed System Level
Security Document completed by the system manager. This will need to be
managed, reviewed, updated and audited to ensure compliance. This is an
essential requirement outlined in the Data Protection and Security Toolkit which
annually audits the trusts compliance with this policy.
4.6 System Level Security Document
The trust provides a template to support System Managers in completing of a
System Level Security Document for each asset. It is the system managers’
responsibility to complete and regularly review the localised policy to identify
changes to system use and to complete appropriate risk assessments.
The template can be found in Appendix 3 and should be reviewed by the
information asset owner periodically so that overall compliance can be attested to
annually via the Information Governance Steering Group (IGSG).
5.

Training Requirements

All staff are required to undertake IG Training on starting with the Trust and annually
thereafter. Additionally any individual system training must be completed. All new
starters are made aware that access to sensitive information is monitored. They are
also advised of the implications for misappropriate access to records.
Training can be booked via the GMMH Learning Hub icon available on all desktops.
All users of the network are made aware of the contents and implications of the
Information Security Policy.
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6.

Monitoring

Minimum
Requirement

Frequency

Process for
monitoring

Evidence

Responsible
Individual(s)

Response
Committee(s)

DS&P Toolkit
Annual
Assessment

Annually for
sign-off

DS&P Toolkit

Assessment

IG Manager

Information
Governance
Steering
Group

Incident Analysis

Monthly/
Quarterly

DATIX

Minutes

Senior IG
Officer

Information
Governance
Steering
Group /
Information
Governance
Operational
Group

The Trust will monitor the effectiveness of the controls within this Policy through
the use of Key Performance Indicators. These indicators will be regularly reviewed
and submitted to the Information Governance Steering Group.
7.

Resources/Implementation Issues

N/A
8.

Risks and Issues

As part of the system level security policy, Managers will carry out security risk
assessments in relation to all the information assets covered by this policy. These
risk assessments will cover all aspects of the system.
9.

Subject Expert and Feedback

Information Governance Department.








10.

Supporting Documents and References

10.1

Supporting Documents

Clinical System Access Policy
Information Security Policy
Information Asset Management Policy
Information Sharing Policy
Network Security Policy
Confidentiality Policy
10.2




References

Network Security Policy
Information Security Policy
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Confidentiality Policy
11.

Review

Trust policy for review is every five years, however this policy will be reviewed
annually in line with the Data Security and Protection Toolkit, or sooner in the light of
organisational, legislative or other changes.
12.

Appendices

See following pages.
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Appendix 1 – System Administrator Digital Signature
All staff within Greater Manchester Mental Health NHS Foundation Trust, who work
within a systems administration role, having access to sensitive information/data are
required to confirm that they have read the System Management Policy and are fully
aware of their personal responsibilities in keeping person identifiable information
safe and secure.
System managers will need to advise IM&T Department (via IM&T Support Central),
of staff who are to be given system administrator privileges.
This information will be added to the administrators learning account on the Learning
Hub, where they will be asked to digitally sign the following statement.
This statement should be signed by all existing staff and any new employees who
will be/ or are likely to be involved in system administration. This will be incorporated
into System training and be a mandatory requirement of system access being
granted.
Compliance with this process will be monitored by the Information Governance (IG)
team as part of the Data Security and Protection Toolkit compliance requirements.
As System administrator you have elevated rights compared to a normal user. This includes access
to sensitive information which you would not normally be required to see as part of your role.
All systems within the trust, containing sensitive information are periodically reviewed and
monitored to confirm no unauthorised access is being made.
To protect the integrity of all data in ensuring that information is only ever accessed, as the need
arises, in your role as system administrator you are asked to confirm the following statements.
All actions undertaken whilst working with sensitive data are taken with highest level of integrity
in terms of respect of the confidentiality, integrity or availability of the systems I support.
As system administrator I understand the responsibility in that all work should be undertaken in
the knowledge of the appropriate system access policies and compliance with Information
Governance standards and code of practice.
I understand that as a system administrator if I use data illegally/for my own gain, I could face
disciplinary action which may lead to prosecution.
Please digitally sign your confirmation of best practice by clicking into the box below
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Appendix 2 – Trust Assets Holding or Sharing PID

The IM&T Department holds a list of all the Trust assets which hold or share
personal information. This includes information advising how access to these
systems can be gained, and how this is monitored.
The up to date copy of this list can be accessed by contacting the IG department.
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Appendix 3 – System Level Security Document
The latest version of this document should be obtained from the IG
department.

[Insert System Name Here]
System Level Security Documentation

DATE OF APPROVAL

To be completed once approved

REVIEW DATE

To be completed once approved

AUTHOR/ CONTACT FOR FURTHER

Name

INFORMATION

Title:
Department:

THIS DOCUMENT REPLACES

Document Change History:

Issue No

Page

Changes made

Date

(include rationale and impact on practice)
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1. INTRODUCTION

The following series of topics are relevant for any system level security policy and are intended to help
guide responsible staff through their considerations for the development of their system level security
documentation. This list is not exclusive of all possibilities and it is the responsibility of each information
asset owner to identify and consider their security management needs on a case by case basis. This is
best achieved through a formal process of risk assessment and mitigation. This, along with the Data
Protection Impact Assessment (DPIA), forms the risk assessment for the system.

Please liaise with IT services and System Contractors/Suppliers, where necessary to ensure that
this document is fully completed.

2. SYSTEM DETAILS:

The System shall be known as:
(Insert full System Name)
Does the system identify individuals?

☐Yes
☐ No

Data Subjects:

☐ Patients
☐ Complainants and enquirers
☐ Survey respondents
☐ Relatives, guardians, visitors or general public
☐ Staff
☐ Professional experts and consultants
☐ Suppliers
☐ Members or supporters
☐ Other (specify) …………………………………………..
…………………………………………………………………
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☐ Patient Care & Treatment

Category:

☐ Patient Management
☐ Research/Trials
☐ Clinical Audit
☐ Teaching & Training
☐ Business/Corporate
☐ Staff Administration
☐ Advertising, marketing or public relations
☐ Accounts and records e.g. purchases/Sales
☐ Other
(specify)……………………………………………………
………………………………………………………………
Describe the purpose of the System:
Try to include as much detail as possible:
i.e. what types of information are being
transferred?
Who its being transferred from and to?
Is the system replacing any previous way
of working, if so please state?

Are individuals informed that their data
is used in this way?
The GMMH patient information leaflet
‘Your Information and how we use it’
explains how we use personal data for
healthcare purposes. Leaflet available on
Trust intranet / internet and in patient
waiting areas.

☐ Yes (explicit)

The System’s accountable Information
Asset Owner (IAO) shall be:
(Insert details for the most senior member
of staff accountable for the system i.e.
Divisional Director)

Name:
Job Title:
Department:
Extension:

Ref: IG18
Status: Approved
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The System’s responsible Information
Asset Administrator (IAA) shall be:
(Insert details for the member of staff
responsible for the day to day
management of the system i.e. System
Manager)

System:
Name:
Job Title:
Department:
Extension:

(Note: this member of staff is the lead
individual responsible for accrediting the
system’s security implementation)

System:

There may be multiple IAAs – list the key
contact here and any additional IAAs as
deputies.

Name:
Job Title:
Department:
Extension:

The system’s Data Controller shall be:
(The data controller is the
organisation/body that determines the
means and the purpose behind the
processing of personal data.)
The system was or will be installed on:
(Insert date)
Current Version number:
Registered Users:

Number of users / licenses:

Licenses:
Number of concurrent users at peak
time:
What data is held on the system e.g.
Demographics, Clinical Details.
Please tick all relevant categories that
apply.

☐ Name
☐ Address
☐ Post Code
☐ Gender / Sex
☐ Date of Birth
☐ Date of Death
☐ Next of Kin / Emergency Contact
☐ Person appearance and behavior
☐ Family, lifestyle and social details
☐ Consultant
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☐ GP
☐ Occupation
☐ Hospital PAS / District No.
☐ NHS Number
☐ NI No
☐ Employment information
☐ Disciplinary records
☐ Education and training
☐ Student records
☐ Financial details
☐ Goods / services provided
Physical / Mental Health Condition

☐ Treatment Dates
☐ Diagnosis
☐ Medical History
☐ Sound or visual images
☐ Trade Union Membership
☐ NI or Financial Data
☐ Offences & Court Proceedings
☐ Racial/Ethnic Origin
☐ Religion or similar beliefs
☐ Political Opinions
☐ Sexual Orientation
Other (please state here):
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Number of Records held on the system
e.g. patient, staff, financial records
(approx.)?
How many years’ worth of data is held
in the system?
What is the primary identifier used in
the system?

☐ NHS Number
☐ NI number
☐ Other, please state…………

The system shall be shared, used or
accessed by the following
organisations:

Please complete as appropriate:

(Note: record all participating bodies
stating the nature of the organisation (e.g.
NHS, Local Authority, Commercial Third
Party etc) and their purposes. Where the
system is shared across multiple legal
entities it is essential to identify how this
security procedure will apply to all parties
and how its effect will be measurable).

An appropriate information sharing
protocol and information sharing
agreement should be completed for each
organisation.
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3. SYSTEM SECURITY / ACCESS CONTROL:
3.1 This document forms part of the Greater Manchester Mental Health NHS Foundation Trust
‘System Management Policy’ and is Governed by the corporate ‘Information Security Policy’ and
other associated policies and procedures.
3.2 The System shall incorporate the following security countermeasures:

Access Control: (logical security measures and privilege management)

☐ User Name and Password ☐ Two Factor used (e.g.

Authentication Method:
(Please tick)
Access control must be in place on all systems.
Authentication should ideally be by username &
password or two factor authentication.

Smartcard)

☐ Other:

☐ No Two Factor used
(if used please specify)
…………………………………

Password Complexity:

Maximum number
of characters:

Minimum number of
characters:

(Please state number)
(Note: If any of this criteria is not met,
please identify this as a risk in the
system risk assessment)

Minimum number
of letters required:

Minimum number of
numbers required:

Minimum number
of lowercase
characters required

Minimum number of
uppercase characters
required

The minimum password complexity should be:
 A minimum of 8 characters
 Require a combination of at least letters and
numbers and ideally symbols.
 Require a mixture of UPPER and lower case
characters.

Minimum number of symbols/special characters
required:

Password change period: Every…..
Systems should force users to change their passwords at least every 3 months.

Password History: (Please state number)
Users should not be able to use the same password multiple times e.g. for the next 4 passwords.

Note: Essential for systems with direct web access. For systems accessed
via the GMMH Network this may not be as stringent, as access to the network
enforces a password change every 4 weeks.

Does the system auto-generate passwords upon new user creation?

☐ Yes

(If so, how soon is the user required to change this password i.e.
immediately, after 2 weeks, doesn’t prompt to change?)

☐ No
………………………
………………………
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Number of allowed password attempts before user account locked
Accounts should lock if a user enters an incorrect password 3 times. The user should then be required to
contact a system administrator to re-activate their account (see un-lock procedure below).

If the system is accessed by username and password, does the system
identify which element (i.e. username or password) that has been
entered incorrectly?

☐ Yes
☐ No

The system should not identify, which element has been entered incorrectly.

Can these settings be changed by the Trust’s system
administrator? (Please tick)

Password
Complexity:

☐ Yes
☐ No

Password
change
period:
Password
History:

☐ Yes
☐ No
☐ Yes
☐ No

Password
Attempts:

☐ Yes
☐ No

Time-out
period:

☐ Yes
☐ No

Un-lock Procedures:
(Please document how a user goes about retrieving their
username/password if forgotten and/or unlocking their
account)
There should be a process in place to confirm the identity of the user prior to unlocking their account. Please explain this process.

Inactivity time-out period:
Time out periods may vary considerably. Ideally the time-out period should be set
to 10 minutes of inactivity.

Registration procedures:
(This refers to the procedure for setting a new individual up
on the system)
Note: include procedures as an appendix if already
established in a separate document. Please document any
security/system training provided to users).
All access provided should be authorised & users should be provided with
appropriate system/security training. Please explain how this is incorporated into
the process.
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Deregistration procedures:
(This refers to removing system access for an individual
who no longer requires it and/or has left the organisation)
Please include a statement as to whether the IAA has
access to leavers reports from the Human Resources
department and how access is changed or removed for staff
changing roles within the Trust).
Please also include procedures for any temporary
access/accounts given i.e. whether a termination date is set.
System manager’s/IAA’s should use ESR reports to deactivate system accounts
that are no longer required.
System managers should ensure, where temporary accounts are used, that they
are appropriately ‘timed’ and/or removed when no longer required.

Please list all ‘system administrators’ of the system i.e.
users that can change core components of the system,
including access levels, e.g. system administrators.
Records of all users and access provided should be retained by the system
manager

Please identify the possible levels of access a user can
be given and list any significant user groups. This may
be job role specific or by user group and maybe read
only access, read-write etc.
Records of all users and access provided should be retained by the system
manager/IAA
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Additional Security Controls:
All contractors should provide assurance of their compliance with information security requirements and best practice, by means of
completing the DSP Toolkit for third parties or providing an ISO27001 accreditation certificate.
Penetration testing should be undertaken on the Trust’s network at least annually. Individual servers may require a separate penetration test
depending on the circumstances.
All systems should log and retain audit trails i.e. log on audits, access to records and modification of records. A random sample should be
selected from these audit trails and the appropriate checks undertaken to ensure records/systems have been accessed appropriately. The
template at appendix (c) should be used for recording such checks and to undertake a sample of checks each month.

Contractor/Supplier
Certification
arrangements e.g.
DSP Toolkit,
ISO27001, ISO9001

Security testing i.e.
Independent
Penetration Testing

Is the system hosted internally or externally?

☐ Internally hosted

If the system is hosted on the Trust network / by IT services and is installed on Trust owned
servers please state internally. If the system is hosted externally please state name of the
hosting company / data centre.

☐ Externally hosted
If externally hosted, state
name of hosting company:

………………………………….
Is data processed outside the UK?

☐ Yes
☐ No
If yes, state in which country:

………………………………….
Audit Trails
(Please tick)

Record
viewed audit

By staff member
By record e.g. patient

Record
modification
audit

By staff member
By record e.g. patient

Any other audit trails available – Indication yes / no

Ref: IG18
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User login failure
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User password change
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User deletion

☐ Yes ☐ No

User permission changes

☐ Yes ☐ No

Modification of System Files / Settings
Other – Please Specify

☐ Yes ☐ No

…………………………………….
…………………………………….
Are these audit trails monitored e.g. spot checks.
Please provide details.
e.g. Not proactively but in response to an incident

4. SYSTEM MAINTENANCE / SUPPORT:

Maintenance and Support:
The system shall be developed / provided by:
(Insert provider full name)
(Note: if the system is developed or provided under commercial
contract, then the relevant contract schedules that bind the
contractor to the lead organisation’s corporate security policy and to
this system level security policy should be referenced).

Hardware location e.g. Trust computer room:
Current age of system critical hardware:
(If servers and/or hard drives are used, what is the current age of
this equipment?)
Name of person the system shall be/was implemented by:
The system shall be maintained by:
(Please note under what arrangements include responsibility for
relevant aspects of security configurations. Also, identify the
conditions applicable for the repair / replacement / disposal of
equipment or media that may contain person identifiable data).
Equipment must always be handled and destroyed securely. Where equipment is no longer
required an appropriate certificate should be provided to evidence that equipment has been
destroyed securely.
An appropriate confidential agreement should be completed (signed by the IAO and the
Contractor/Supplier) and included as an appendix. A template agreement is included at
appendix (b) for reference.
A risk assessment should be carried out prior to any proposed agreement with a third party,
the risk assessment should as a minimum take into consideration the level of access and any
use of sub-contractors.
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Remote access support arrangements (if applicable):
Can the software supplier access the data held in the system?
If so, please state whether the Contractor/Supplier requires remote
access to the system and the arrangements in place to secure any
personal data. Please state the method of access i.e. internet (webex), N3, VPN.

☐ Yes ☐ No

Please reference any remote access support arrangements within
the Contractor/Supplier confidentiality agreement.
Remote access arrangements for staff is included in section 5 of
this document.

5. OPERATIONAL PROCESSES:

Data Collection / Input Activities:
The personal identifiable / sensitive data that is entered onto the system will be collected by:
(Please provide details where applicable).
Directly from the Data Subject?
e.g. the patient is present when providing the information and the
information is directly input on the system.
Online means?
i.e. Internet/Intranet/Email: (Please indicate security arrangements
e.g. SSL VPN and encryption standards).

☐ Yes ☐ No
☐ Yes ☐ No

Encryption must meet approved NHS standards i.e. 256 bit strength.

Interface (please state system(s) name).
Paperwork: Please indicate security arrangements e.g. follow-up
arrangements to identify lost post for posted paperwork.
Safe Haven procedures must be followed. Please see the Information Governance Policy.

Data on Removable Media e.g. CD: (Please indicate security
arrangements e.g. encryption standards).
Encryption must meet approved NHS standards i.e. 256 bit strength.

Other (please specify)
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Data Output / Data Flows:
In line with the Information Asset Management Policy, it is your responsibility to ensure that
any information sharing is included on the DPIA and ISA and that your service’s data flow
mapping is up to date.
Do you routinely share information from the system to anyone else?
Please ensure that all flows are included on your service’s data flow mapping.

☐ Other Trust staff involved in patient care

In the Trust:

☐ Other staff for the following purpose (state purpose and list
recipients):




Research/trials
Clinical audit

Category:

Outside the Trust
(state purpose and list recipients):

☐ Patients / data subject
☐ Family, associates and representatives of the data subject
☐ Current, past or potential employers
☐ Healthcare social and welfare organisations
☐ Suppliers, service providers, legal representatives
☐ Auditors and audit bodies
☐ Educators and examining bodies
☐ Survey and research organisations
☐ People making an enquiry or complaint
☐ Financial organisations
☐ Professional advisers and consultants
☐ Business associates
☐ Police forces
☐ Security organisations
☐ Central and local government
☐ Voluntary and charitable organisations
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☐ Other (please specify)
Purpose:

Recipient Organisation names:
…………………………………………………………………………
…………………………………………………………………………
…………………………………………………………………………

Please state by which method
the information will be
transported.

☐ Not Applicable
☐ Fax
☐ Email via NHSmail
☐ Email other (please specify……………………………………..)
☐ Secure Courier
☐ By hand (porter/department staff)
☐ By Trust Van
☐ Post – Internal
☐ Post – External (tracked/registered)
☐ Post – External (standard 1st/2nd class)
☐ Post – secure DX
☐ Post – standard DX
☐ Telephone
☐ Website
☐ Other – please state - via system access
………………………………………………………………………….
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Status: Approved

Issue date: 12/06/2019
Next review date: 07/05/20

Version number 1.0
Page 26 of 32

System Management Policy
Please indicate of the three options below regarding countries or territories outside the UK to which
you intend transferring data
No transfers outside the UK

Transfers outside the UK but within
the European Economic Area
(EU countries plus Iceland,
Liechtenstein & Norway)
Transfers worldwide (to countries
outside the EEA)

Names of countries to which data
may be transferred:

Subject Access:
Are there procedures in place for responding to a data subject’s
request for access to their records?

☐ Yes
☐ No

Storage Arrangements:
The data will be stored: (Please provide details where applicable).
In what format (paper or electronic), where will it be stored & under
what security controls?
If data is transferred electronically outside of the Trust’s network,
how (and under what security controls) will person identifiable /
sensitive data be transferred / loaded onto any file server / storage
device.
Describe measures in place to prevent the interception of transmitted data (e.g. standalone
network, encrypted path, etc).
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Encryption standards should be employed for stored data. (Note: any device not in a secure area that
will cache or store person identifiable / sensitive data needs to do so on an encrypted drive, or within
an encrypted container. Backup copies of person identifiable / sensitive data also need to be
encrypted).
Note: for added risk protection staff are encouraged to encrypt person identifiable / sensitive data
stored on devices located in secure areas. Although not an NHS requirement, it may be prudent that
such a step is taken should it be perceived a possibility of equipment loss or other attack.

Processing Arrangements:
The data will be processed: (Please provide details).

List the user devices (desktop, laptop, PDA, etc) that will access and
process the data.
State whether any of these devices will cache or store any of the
data and indicate the encryption standards employed. (Note: any
device not in a secure area that will cache or store person
identifiable / sensitive data needs to do so on an encrypted drive, or
within an encrypted container).
State whether remote access for staff (over the Internet or
otherwise) will be employed to access the data.
Include any controls / policy to prevent bulk extracts / exports i.e.
large amounts of personal data being removed from the system e.g.
only certain users can export data or any restrictions around
producing reports.
Include any controls / policy to prevent (or at the very least severely
restrict) the copying of person identifiable / sensitive data to
removable media.
If applicable, include any controls / policy to prevent the printing of
person identifiable / sensitive data e.g. Does the system restrict the
ability to print or include the username on printouts?
Is identifiable data used for anything other than the primary
purpose e.g. patient care?
Any anonymisation process for person identifiable / sensitive data
will need to be described. Please state whether data is
pseudonymised for all secondary purposes e.g. statistical reporting?
If not please identify which secondary purposes use identifiable
information.
Ref: IG18
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Retention / Disposal Arrangements:
State any process / policy to purge / delete or
achieve data from the system when it has
reached the end of its retention period.

(Note: The retention schedules set out in the NHS
Records Management Code of Practice should be
referenced).

When the system or its data has completed its
purpose / has become redundant or is no
longer needed, the following methods will be
adopted to dispose of equipment, back-up
media or other stored data:
(Note: that operating system provided utilities such
as ‘erase’ may not destroy unwanted data – it is
therefore desirable to employ a commercial
strength data shredder or equivalent to prevent
unauthorised disclosure of person identifiable /
sensitive data).

Pictures / Videos of Individuals
Do you take pictures or videos of individuals?

☐ Pictures

☐ Videos

☐ None

If you do take pictures or videos please complete the following additional questions:
Are the photos / videos digital?

☐ Yes

☐

No

Do you obtain the individual’s consent?

☐ Yes

☐

No

What do you use the pictures / videos for?

☐ Patient’s treatment ☐ Teaching

☐ Research ☐ Other (please specify):

Peripherals / Hardware / Consumables (if applicable):
Sufficient stock of any hardware required for the
system is available at all times i.e. Smartcards / digital
microphones. Please detail all available stock.
Any spare stock
is stored securely

Ref: IG18
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7. SYSTEM AUDIT:
7.1 Audit of user accounts should be regularly taken, to ensure appropriate role level access and
timeliness of closure on staff leaving role.
7.2 The System shall be risk assessed every 12 months by applying the Trust’s risk assessment
method.
7.3 A risk management / security improvement plan shall be established to address all unacceptable
risks. (for further information contact the Integrated Governance Team)
Note:
i)

Remember to take account of cross-boundary risk / dependency issues where the system is
part of a larger service or multiple organisation arrangement.
ii) A summary of this review should be reviewed by the information governance/security group.
It is incumbent on the applicant to notify the information governance/security group of any
proposed material change to the agreed system level security management policy, so that any
additional security review can be carried out.
Audit Arrangements: The system shall benefit from the following internal / external audit
arrangements (Please list any and all arrangements if applicable).
List any existing audits that take place that are linked to the system processes e.g. a data quality audit on paper forms.

8. SYSTEM PROTECTION:
Business Continuity Plans:
Business impact Review:
Please indicate if the normal operation of the system is critical,
essential or desirable for the service (delete as applicable).

Critical –Patient safety may be
affected if lost.
Essential - Delivery of normal
service would stop if lost.

See acceptable length of service disruption below.

Desirable - Delivery of normal
service would be delayed if lost.

Length of acceptable
service disruption:

CRITICAL 4 hours

ESSENTIAL

DESIRABLE

(0-24hrs)

(24-72hrs)

(72hrs+)

Descriptor

Service / function which
cannot tolerate any
disruption. If service /
functions are not resumed
immediately it may result in
the loss of life,
infrastructure or significant
loss of revenue.

Service / function which can
tolerate disruption between
24hr & 72hr. If service /
functions are not resumed in
this time frame it may result in
deterioration in patient(s)
condition, infrastructure or
significant loss of revenue.

Service / function that could
be delayed for 1 week or
more but are required in
order to return to normal
operation conditions and
alleviate further disruption to
normal conditions.
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Impact:
(Briefly explain/analyse the effect that a disruption might have on the
business function/service).
Disaster recovery arrangements:
(Explain what resilience / contingency arrangements the system benefits
from e.g. uninterrupted power supply (UPS), failover server etc. (Please
state whether failover servers maintain full/partial functionality)).
(Note: identify any separate plans and status).
Business Continuity Planning:
In the event of serious disruption or total system failure as a result of human
error, computer virus, network failure, theft, fire, flood or other disaster,
business continuity shall be provided by the following means:
Indicate how you would operate pending its restoration.
Provide any business continuity plan documents as an appendix.

Disaster Recovery Plan Testing:
[Please identify the frequency of tests, whether test data is used, whether
tested in a simulated live environment and by what means the test is
undertake, for example simulations/walk through exercises].
Recovery plans should be tested regularly (at least annually). Table top exercises should be undertaken
using test data in a simulated live environment i.e. using back-up servers.

Back Up and Recovery Procedures:
Back-Up Routine:
(Please identify the frequency back-up data is recorded. Please
specify arrangements for both system data and software).
System data should be backed up at least on a daily basis. System software should be
backed up at least weekly.

Verification Routine / Back – Up Testing:
(Please identify and data validity tests undertaken).
All back-ups should be verified / validity test undertaken daily.

Shutdown/Restart Process:
Provide details of the procedure for safely shutting down and restarting the system if required
for planned maintenance or as a result of loss of power.

Dependencies:
Is there a data feed from any other system, for example data
imported from PAS (state whether data is transferred manually or
automatically).
(Identify all interfaces the system has in place e.g. to PAS, state the
direction of the interface and the method of transfer).
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Malicious Code / Unauthorised Mobile Code:
What controls and procedures are in place to protect against
malicious code and unauthorised mobile code i.e. anti-virus
software (Please specify the software name).
Does the system support security updates to the server operating
system? Yes/No

Confidentiality:
In the event of a security or confidentiality breach occurring the
following procedure shall be followed:
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