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All staff engaged by the Trust, including
Directors, Non-executive Directors, clinical
(seconded, on placement or locums) and
non- clinical staff, are bound by a legal
duty of confidence to protect all personal
information they may come into contact
with during the course of their work.
The disclosure and sharing of personal
identifiable information is governed by the
legislation and professional codes of
conduct as detailed in all Information
Governance Policies.
This is not just a contractual requirement,
but a legal requirement and, in addition
for health and other professionals, a
requirement of their own professional
codes of conduct.
It is a requirement that all staff are
reminded on an annual basis of their
obligations and they acknowledge this by
undertaking and passing an assessment.

Confidentiality & Information Governance – Staff Handbook IG01

Page 2 of 20

Information Governance | 3

Purpose
This handbook provides staff with the information to acknowledge their responsibilities to
confidentiality and their obligations to Information Governance.

Staff Responsibility
All staff are responsible for:



Ensuring that they are aware of the requirements for confidentiality and that they
comply with these on a day to day basis.



Ensuring that information whilst in their possession, particularly personal and
sensitive information is kept safe and secure at all times (including photos, videos
and audio recordings). This includes mobile phones, laptops, USB memory sticks,
paper records, emails etc.







Ensuring they are not placed in a position which risks, or appears to risk, conflict
between their private interests and the NHS duties.



Ensuring that employees know not to take personal information home with them or
keep it at home, particularly on a home computer unless authorised by a line
manager. Home computers can be easily compromised putting all the information at
risk.



Ensuring that staff report any suspected breaches of confidentiality or loss of data
immediately to the Information Governance Team, their line manager and through
the incident reporting procedure. If the data loss is related to theft from the Trust
then the Trust security manager should be notified immediately.







Ensuring that all work related passwords are kept confidential, safe and secure at all
times.



Ensuring that no employee shall knowingly misuse information or allow others to do
so. Breach of confidentiality is a serious concern and failure to adhere to the
handbook and associated guidance may result in disciplinary action being taken in
accordance with the disciplinary policy, and may lead to dismissal for gross
misconduct.
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Abuse of Privilege
It is strictly forbidden for employees to
look at any information relating to their
own family, friends or acquaintances
unless they are directly involved in the
service user’s medical care or with the
employee’s administration on behalf of the
Trust.
Action of this kind will be viewed as a
breach of confidentiality and will result in
disciplinary action, a report being made to
the ICO and possibly the ICO’s legal
enforcement department. If you have
concerns about this issue you should
declare this to your line manager before
undertaking work.

Carelessness


Do not talk about service users in
public places or where you can be
overheard.



Do not leave any medical records or
confidential information lying around
unattended.

Make sure that the general public cannot
see any computer screens, or other
displays of information.

Mandatory Training

Data Protection Act 2018 (DPA)
and General Data Protection
Regulation (GDPR)
The DPA and GDPR legislates how your
personal information is used by
organisations, businesses or the
government.
The Principles. Information should be:
a) processed lawfully, fairly and in a
transparent manner in relation to
individuals;
b) collected for specified, explicit and
legitimate purposes and not further
processed in a manner that is
incompatible with those purposes;
c) adequate, relevant and limited to
what is necessary in relation to the
purposes for which they are
processed;
d) accurate and, where necessary, kept
up to date;
e) kept in a form which permits
identification of data subjects for no
longer than is necessary for the
purposes for which the personal data
are processed;
f)

All staff must complete Information
Governance Training on an annual basis
via the Trust’s Learning Hub. Proof of a
training in the form of a certificate must be
provided prior to access being granted to
any GMMH data or systems.
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processed in a manner that ensures
appropriate security of the personal
data, including protection against
unauthorised or unlawful processing
and against accidental loss,
destruction or damage, using
appropriate technical or organisational
measures.
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Caldicott Principles
The Caldicott Report reviewed the use and transfer of service user identifiable information.
It recommended seven Caldicott principles:

1.
2.
3.
4.
5.
6.
7.

Justify the purpose(s) for using confidential information;
Only use it when absolutely necessary;
Use the minimum that is required;
Access should be on a strict need-to-know basis;

Everyone must understand their responsibilities;
Understand and comply with the law;
The duty to share information can be as important as the duty to protect service
user confidentiality.
It is recommended that every Trust have a Caldicott Guardian who is responsible for service
user confidentiality at the most senior level. The Caldicott Guardian for our Trust is Chris Daly,
Medical Director.

Information Commissioner’s Office
The Information Commissioner’s Office is the
UK’s independent public authority set up to
uphold information rights in the public
interest, promoting openness by public bodies
and data privacy for individuals.
The ICO has the power to enforce the Data
Protection Act and GDPR.
All major risks have to be reported to the ICO,
who investigate and can issue corporate fines
up to £17million or 4% of annual turnover.
The ICO will also investigate where individuals
breach the Act, which can lead to personal
fines and criminal prosecution.
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Confidentiality
Confidential information can be anything
that relates to service users, staff, their
family or friends, or the business of the
Trust, however stored. For example,
information may be held on paper, USB pen,
CD, computer file or printout, CCTV video,
photograph or even heard by word of
mouth.

Far more stringent measures must be
employed with Special Category Data to
ensure that it remains secure.
During your duty of work you should
consider all personal information to be
special category. The same standards
should be applied to all information you
come into contact with.

It includes information stored on portable
devices such as laptops, tablets, USB pens,
mobile phones and digital cameras. It can
take many forms including medical notes,
audits, employee records, occupational
health records, CCTV, audio and pictures. It
also includes any company confidential
information such as Trust business
information.
Personal Identifiable Data (PID) is
information that can identify a person, in
which the person is the focus of the
information and links that individual to
details which would be regarded as private.
‘Persons’ referred to here are human beings,
not organisations, and can mean service
users, personnel, contractors, members of
the public or persons of other organisations.
You can see examples of Personal
Identifiable Data and Special Category Data
in the table across.
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Personal Identifiable Data

 Family name
 First name or initials
 Date of birth
 Gender
 Address, particularly postcode
 Occupation
 Telephone number
 NHS number
 Local identifier, for example
hospital number
 National Insurance number

Special Category Data

 Physical, mental health or
condition, nature of abuse
 Racial or ethnic origin
 Religious belief or other beliefs of
a similar nature
 Sexual orientation
 Trade union membership
 Political views
 Criminal offences, committed or
alleged or court proceedings
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Confidentiality of Information
All employees are responsible for
maintaining the confidentiality of
information gained during their
employment by the Trust and extends
after they have left the Trust (Common
Law of Confidentiality).

Storage of Confidential
Information
Whilst the Trust is in effect paper-light,
paper-based confidential information still
exists in some forms and must always
be kept locked away, preferably in a
room that is locked, and in some cases
alarmed (for example sexual health
records) when unattended. This is the
case particularly at nights and weekends
or when the building or office will be
unoccupied for a long period of time.
Consideration must be given to
forwarding all records to storage as
outlined in the Record Management
Policy.
Electronic or computer-based information
must be saved in folders restricted to
teams or individuals on the network. The
Trust’s Information Security and IT
Policies state that networked drives must
be used when possible.

In the case of storing confidential
information on a network, staff need to
ensure that they are not duplicating
work. For example, Coroner’s reports
are all held within Integrated
Governance and therefore should not be
stored in staff’s local network folders.

Disposal of Confidential Information
When disposing of paper-based, person
identifiable information or confidential
information, always use Trust ‘Confidential
Waste’ bins. These should be locked and
located in a secure place until they are
collected for secure disposal.
Computer printouts must be disposed
of as paper-based confidential waste.
Floppy discs or CDs containing
confidential information must be either
reformatted or destroyed. Computer files
with confidential information no longer
required must be deleted from both the PC
and the server if necessary.
Computer hard disks and USB pens are
destroyed or disposed of by the IT
department. Anyone requiring disposal or
destruction of portable disks (floppy disks,
CDs/DVDs, etc.) should contact the Support
Central Helpdesk. This is to ensure devices
are disposed of in a secure manner.

USB pens, tablets and other media must all
be encrypted and must be kept in locked
storage or secure when not in use and
kept in the house overnight – it is gross
misconduct to leave mobile media on a car
overnight.
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Confidentiality of Passwords
Personal passwords issued to or created by
employees must be regarded as confidential
and those passwords must not be
communicated to anyone.


Passwords must not be written down



Passwords should not relate to the
employee or the system being
accessed.

those individuals that have a legitimate
right of access. It is necessary to ensure
appropriate monitoring is undertaken on a
regular basis.

Social Media
Whilst using social networking sites at work
is not currently allowed, it is recognised that
many staff use them frequently outside of
work.

No employee should attempt to bypass or
defeat the security systems, or attempt to
obtain or use passwords or privileges issued
to other employees. To do so could
constitute a criminal offence under Section
170 of the Data Protection Act.

The standard of conduct as a member of
GMMH staff both online and offline is
important. You should think through what
this information means for you in practice,
and if needed, take steps to change the
way you use social networking sites.

Clear Desk Policy

Guidance on social media can be found on
the Intranet in the Email and Internet
Usage Policy and the Marketing and
Communications Intranet page.

In order to comply with the Data Protection
Act 2018 and GDPR, a clear desk policy
must be enforced.
A Clear Desk Policy is keeping personal and
confidential information secure and should
ensure that any personal or confidential
information is not left lying around for
others to see. Lock it away in a cupboard or
drawer if leaving your desk for more than a
few minutes.
Screens should also be locked when
stepping away from your computer for any
length of time, however brief.

Confidentiality Audits
The Information Governance team conduct
random unannounced confidentiality audits
across the Trust to ensure that access to
confidential information is gained only by
Confidentiality & Information Governance – Staff Handbook IG01
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Information Handling
As an organisation within the NHS
it is important that we keep all
information safe in accordance
with all relevant legislation.
Requests from Third Parties
Never give out information about service
users or staff to persons who do not
“need to know” or you are unsure about.
All requests for person identifiable data,
other than those directly engaged in the
healthcare of the individual, are classed
as Subject Access Requests and should
be referred to the Subject Access
Coordinators, as soon as possible as
there are legal time constraints and to
validate legality of the request.
Please note, release of CCTV data is
processed as per the CCTV policy which
can be found on the Policy page on the
intranet.

Further information is available in the Access
to Records Policy on the intranet. If you are
unsure ask your line manager.
If a service user is unconscious and unable to
give consent, consult with the health
professional in charge of the service user’s
care. If you have any concerns about
disclosing or sharing service user information
you must discuss with your manager or, if
they are not available, someone with the
same or similar responsibilities.

‘Your Data Matters’ Secondary Use
GMMH has a legal duty to share information
in relation to ‘direct care’ of service users.
In some instances, service users can opt out
of their information being shared for
‘secondary use’ (e.g. research and planning
by NHS England). More information can be
found at https://www.nhs.uk/your-nhsdata-matters/

Confidentiality & Information Governance – Staff Handbook IG01
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Requests for Information by the
Media

and with the support and guidance of
your manager.

If you receive an enquiry from the media
do not give out any information under any
circumstances unless authorised to do so.

However if you do receive requests for
information or statements from the Police,
legal advisors or other law enforcement
bodies please contact the Information
Governance Team.

Refer any enquires to the Communication
Manager by emailing
communications@gmmh.nhs.uk or calling
0161 358 1644 and refer to the Trust’s
Freedom of Information Policy available
on the intranet.

Requests for Information by the
Police, legal advisors, and other
law enforcement bodies
Under the Data Protection Act 2018, the
Police, legal advisors and other law
enforcement bodies do not have an
automatic right to see staff or service
user records or have access to
information about them. Apart from
certain exceptions, they have to make a
formal application to the Trust’s
Information Governance Team or
Caldicott Guardian in order to get access
to health or other records held by the
Trust.

A guide on giving police information can be
found on the Information Governance
Intranet page.
Please note
If the Crime and Disorder Act 1998 is
being implemented, the full contact
details of the police officer in charge of
the case should be obtained and the
request be passed to the on call senior
manager or director to deal with. IG will
need to be informed whenever personal
identifiable information is shared with
the Police.

The decision to disclose information
must be documented, and in the
majority of cases, should be taken with
the informed consent of the service
user.
The Police, legal advisors, and other law
enforcement bodies may also contact
you for statements. The IG team
recommends that this is never given over
the phone, but only provided in writing,
Confidentiality & Information Governance – Staff Handbook IG01
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Telephone Enquiries
If a request for information is made by
telephone, take a number, verify it
independently and call back if necessary.
Remember that even the fact that a service
user is in hospital, or under treatment, is
confidential. If in doubt consult your line
manager.
If a request for information is made by
telephone from an organisation, take a
number (preferably a switchboard number
with the extension number of department),
verify the identity of the caller e.g. Police,
Health etc. and call back if necessary.

Confirm the name, job title,
department and organisation of the
person requesting information.

Confirm the reason for the
information request if appropriate.

Take a contact telephone number
e.g. main switchboard number,
never a direct line or mobile.

Check whether the information
can be provided. If in doubt tell the
enquirer you will call them back.

Provide the information only to the
person who has requested it.
Do not leave messages.

Ensure that you record your name,
date and the time of disclosure, the
reason for it and who authorised it.
You also need to record the recipient's
name, job title, organisation number.

Confidentiality & Information Governance – Staff Handbook IG01
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Faxing
Fax machines must only be used to transfer
personal information where it is absolutely
necessary to do so. Where possible the
Paris ID or NHS number must replace PID.

Personal details should be faxed
separately from clinical details, which
must be accompanied by the NHS
number.

The following rules must apply:


The fax is sent to a verified ‘Safe
Haven Fax’ location where only staff
that have a legitimate right to view
the information can access it.



The sender is certain that the correct
person will receive it and that the fax
number is correct.



You notify the recipient when you are
sending the fax and confirm the fax
number and ask them to acknowledge
receipt



Care is taken in dialing the correct
number



Confidential faxes are not left lying
around for unauthorised staff to see



Only the minimum amount of personal
information should be sent, where
possible data should be anonymised or
a unique identifier used



Faxes sent should include a front sheet,
which contains a suitable confidentiality
clause



A dedicated member of the team
ensures all incoming faxes have been
claimed and not left on the fax. All
efforts must be made to ensure the
intended recipient receives the fax.
Where the intended recipient is not
available, the information must be
given to a deputy or manager to
ensure business continuity.
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Telephone the recipient of the
fax (or their representative) to let
them know you are going to send
confidential information.

Ask the recipient to acknowledge
receipt of the fax.

Double check the fax number.

Make sure your fax cover sheet
states who the information is
for and mark it “Private and
Confidential”.

If appropriate, request a report
sheet to confirm that the
transmission was successful.
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Post
Internal Mail
Use a robust envelope (not an internal mail
envelope). Double-envelope where size or
weight dictates, mark “Private and
Confidential”, clearly print name and full
address of recipient (and sender on
reverse) and request acknowledgement of
safe receipt.

External Mail
Use a robust envelope and send by either
“Recorded Signed For” or “Special
Delivery” or private courier. Due to the
cost difference, the best option should be
selected following a local risk assessment.
Safe receipt should always be confirmed.
Routine clinical correspondence may
continue to be sent by first or second class
post.

Removable devices and DVDs sent by

Confirm the name,
department and address
of the recipient.

Seal the information in a robust
envelope.

Mark the envelope
“Private and Confidential, to be
opened by the addressee only”.

post must be encrypted and sent ‘Tracked
Post’ or courier.

Opening Incoming Post
Where confidential mail is received, (e.g.
marked Personal, Private and Confidential,
In Confidence, etc.), this should only be
opened by the addressee unless authority
has been delegated. Local arrangements
must be made to deal with post received in
the absence of addresses.

When appropriate send the
information by tracked post.

When necessary ask the
recipient to confirm receipt.

Confidentiality & Information Governance – Staff Handbook IG01
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Email
ALL personal identifiable data (PID) must
be removed from emails and a unique
identifier such as the NHS number or
PARIS ID used. In exceptional
circumstances where PID may be required
the email must be encrypted both
internally and externally. Guidance on how
to encrypt emails can be found on the
Information Governance intranet pages.
GMMH.nhs.uk to GMMH.nhs.uk is a secure
system however any email that includes
person identifiable data must be
encrypted. All external emails containing
PID must also be encrypted.

Confirm the email address
of the recipient.

Remove all personal
identifiable information from
the body and subject line of
the email and replace with
unique identifier.

NHS.net to NHS.net is a secure system. All
external emails containing PID must also
be encrypted e.g. NHS.net to
GMMH.nhs.uk must be encrypted following
the NHS.net encryption guidance.
Storing emails

Encrypt the email.

Email is a form of communication and
should not be used for storage. For this
reason, any emails containing information
that needs to be kept should be moved
from Outlook to an appropriate folder on
the Network drive. Guidance on managing
your emails can be found on the
Information Governance intranet pages.
All relevant policies and further guidance
for using the email system are available
on the intranet.
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Request a delivery receipt or
ask the recipient to
acknowledge receipt.
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Disclosure of Information to Other
Employees of the Trust

move for small schemes or for a larger
relocation or closure of services. It is
important to have an identified
Accountable Officer monitoring these
checks and this would usually be the
Information Asset Owner.

Information about service users should only
be released on a need-to know basis.
Always check the member of staff is who
they say they are.





This can be achieved by checking the
employee’s ID badge and/ or their
internal extension number prior to giving
them any information
If possible also check whether they are
entitled to the information
Do not be bullied into giving out
information.

Digital Dictation Devices
Staff are only allowed to use Trust
encrypted digital dictation devices, which
they can request by logging a job via
Support Central. This will involve the
member of staff applying for a digital
dictation device completing a Privacy
Impact Assessment that will be approved
by the Information Governance Team.

If in doubt, check with the health
professional in charge of the service
user’s care.

Relocation Checklist
Services may move or relocate from one
base to another as part of a service
reconfiguration, this may involve the
closure and/or opening of buildings and
entire services being relocated.
Sometimes this involves third sector and
other non NHS organisations. At other
times, “discrete moves” (small schemes),
can mean staff re-locating simply from
one office to a different office, which
may be in the same building or on the
same site.
The Information Governance relocation
checklist must be used as guidance to
staff to mitigate the possibility of an
information breach occurring when
relocating office or clinical areas and
suggests actions to take pre and post
Confidentiality & Information Governance – Staff Handbook IG01
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Printing and Transporting of Data
All staff need to ensure that any PID that
needs to be transported has explicit
authorisation from a Line Manager or
Information Asset Owner (IAO).

All information should be tracked – so you
know where everything is.
For further information please contact the
Information Governance Team or the
Information Asset Owner for your
Directorate.

Please review the below guidance:


Do you really have to carry it at all –
and if you do, how are you
transporting it? Any PID must be
transported in a suitably robust,
lockable bag/case (not plastic wallets,
or loose in diaries). The information
must be transported in the boot of the
vehicle, not left on seats or in seat
wells.



No information at any time should be
left visible in the car.



The information must not be left in
the vehicle unattended – if you are
unable to take the information back to
your base, it must be taken indoors.



Only the information you need should
be taken with you, and the absolute
minimum only that is required.

Copying of Software
All computer software used with the Trust is
regulated by license agreements. A breach
of the agreement could lead to legal action
against the organisation and/or the offender
(member of staff).
It is important that software on the PCs or
systems used for work purposes must not be
copied and used for personal use. This would
be a breach of the license agreement.

Confidentiality & Information Governance – Staff Handbook IG01
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Working from Home
If you have an agreement to work from home, you would need to ensure the following are
considered and remember that there is personal liability under GDPR, the Data Protection Act
2018 and your contract of employment for breach of these requirements :


All staff need to ensure that they have authority from the Head of Service, Service
Manager or IAO to take records home and to ensure they only take the minimum that is
necessary.



Any PID must be transported in a suitably robust, lockable bag/case (not plastic wallets,
or loose in diaries). PID in any electronic format must not be taken off site unless they
have been encrypted to the correct standard.



Only encrypted USB pens supplied by the IT department may be used to store or
transport personal data or data of a confidential nature. It is your responsibility to ensure
the safekeeping of the USB pens. Please see Mobile Media Security Policy for more
information.



Records, equipment or information must be placed in the boot of the car or carried on
you personally while being transported from your work place to your home .



Under no circumstances should any Trust documents, diaries or personal data or IT
equipment be left unattended in a vehicle for other than a short time and never left
overnight.



While at home you have personal responsibility to ensure the records and IT equipment
are kept secure and confidential. This means that other members of your family and/or
your friends/colleagues must not be able to see the content or outside folder of the
records.



You must not let anyone have any access to the records unless authorised .



If you take home electronic records on a USB pen you must ensure all of the above
apply. In addition, you must not download the information on to your own computer. If
you regularly need to work away from Trust premises on electronic data you shou ld
enquire about the issue of Trust encrypted equipment.



Make sure your household insurance covers the storage of Trust equipment.



Other family members must not be able to access this information.
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Unauthorised Access
It is a criminal offence for staff to access a
record that they don’t have a legitimate
relationship with.
It should be stressed that curiosity is NOT
a valid reason for carrying out checks on
GMMH clinical information systems.
Service users expect that you will keep the
information held about them confidential.
As a member of NHS staff, you may have
privileged access to service user
information. You have a responsibility to
access only the information which you
need to know in order to carry out your
legitimate duties.
Listed below are some examples of
obtaining personal information that are
NOT covered by our legitimate
relationship(s). It should be noted that the
list is in no way exhaustive:


Checking a service user’s record when
you have no legitimate reason to do so
i.e. You have no involvement
whatsoever to that service user’s care.
This includes records of colleagues,
friends, your children, other family
members or neighbours.



Checking a record of people of media
interest e.g. sports stars, politicians,
media personalities or criminals.



Accessing your own record - you must
make a Subject Access Request if you
want to access your own information.

All staff are therefore reminded that the Act
creates personal liability and that obtaining;
disclosing or procuring of personal
information for a non-work related purpose
is strictly prohibited. Failure to adhere to this
can result in an individual fine that you will
be responsible for paying and/or criminal
prosecution. The trust reserve the right to
audit staff access to and usage of the
systems it uses including but not limited to
financial, HR and Clinical systems.
There is also a clause in your employment
contract, if you breach this you could face
dismissal. Staff need to be made aware of
their personal responsibilities with regard to
confidentiality and accessing personal
information otherwise they could face
serious consequences. Even if accessing
service user information is done with good
intentions, staff looking at a clinical record
or service user information outside of their
legitimate duties could face disciplinary
action.
There is an obligation on ALL managers to
ensure that their staff have a clear
understanding that the authority given to
them by the trust to access personal
information only extends to a legitimate
purpose in line with their job role.
Unauthorised access not only affects the
Trust’s reputation but it also affects the trust
that we build up with service users, and
these incidents can cause them significant
damage and/or distress.
Penalties for Data Protection breaches are
now subject to fines of up to £17million or
4% of annual turnover issued by the
Information Commissioner.
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Information Governance Duties
Title

Responsibility

Information Governance Steering
Group

The Information Governance Team, IAO or IAA will
bring any updates or changes to the Staff IG
Handbook to the IGSG for approval.

Chief Executive

The Chief Executive is the overall responsible
officer for the Trust.

Senior Information Risk Owner
(SIRO)

The Senior Information Risk Owner will be
responsible for ensuring that this handbook is
enacted and complied with throughout the Trust
by a cascade system in the form of an email to all
IAO’s and IAA’s on an annual basis.

Caldicott Guardian

The Trust has a designated Caldicott Guardian who
ensures the Trust and its partner organisations
satisfy the highest practical standards for handling
service user/client information.
Acts as the “conscience” of the organisation.
Actively supports work to facilitate and enable
information sharing, advising on options for lawful
and ethical processing of information as required.

Information Governance Manager

The Information Governance Manager supports the
Caldicott Guardian and SIRO in all matters of
confidentiality on a day to day basis.

Line Managers

Line Managers are responsible for all full time,
temporary and contracted staff directly under their
control to ensure they comply with this handbook
and reporting all breaches and suspected breaches
of confidentiality in accordance with the Trusts
incident reporting policy.
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Greater Manchester Mental Health NHS
Foundation Trust
Bury New Road, Prestwich, Manchester,
M25 3BL
Tel: 0161 358 1438
Web: www.gmmh.nhs.uk
Email: informationgovernance@gmmh.nhs.uk
@GMMH_NHS
/GMMentalhealth

This information can be provided in different languages,
Braille, large print, interpretations, text only, and audio
formats on request. Tel: 0161 358 1644
Email: communications@gmmh.nhs.uk
Version number: 1.0
Reviewed: Oct 2018

Confidentiality & Information Governance – Staff Handbook IG01

